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1. Policy Statement
Helmdon Acorns PreSchool is committed to protecting the privacy and rights of all children, parents, carers, and staff. We comply with the UK GDPR, the Data Protection Act 2018, the EYFS Statutory Framework, and Ofsted expectations. We operate a 'Security by Design' approach to ensure all digital and physical data is managed safely and responsibly.
2. Lawful Bases for Processing
We process personal data under the following legal bases: Public Task, Legal Obligation, Vital Interests, Legitimate Interests, and Consent (used only for photographs, Tapestry content, and optional communications).
3. Categories of Data We Collect
Child Data: Name, DOB, address, contact details, emergency contacts, medical info, allergies, SEN info, observations, assessments, accident/incident records, safeguarding chronologies, attendance, funding information. Parent/Carer Data: Contact details, relationships to child, permissions, consent. Staff Data: Employment records, training, qualifications, emergency contacts, and DBS records.
4. Data Sharing
We share personal data only when necessary and lawful: Local Authority, NHS/Health Visitors, Ofsted, Police/Social Care, Emergency Services, Tapestry. We do not share data with third parties for marketing.
5. Digital Security: Google Suite
All business must use @helmdonacorns accounts; 2FA required; Gmail encrypts all email; BCC must be used for group emails; auto-logout for devices; remote wipe for lost devices.
6. Observations & Images (Tapestry)
Parents give consent for observations; consent may be withdrawn; photos taken only on setting-owned tablets; photos deleted after uploading.
7. Subject Access Requests (SARs)
Parents may access, correct, request copies of, or object to the processing of their data. Requests are fulfilled within 30 days; other children’s identities are redacted.
8. Data Retention & Deletion
Accident/Medical – 21 years + 3 months; Safeguarding – 25 years; Registers/Funding – 3 years; Tapestry – deleted within 30 days.
9. Physical Security
Paper documents stored in locked cabinets; restricted access; visitors not allowed in offices unattended; documents shredded when no longer needed.
10. Staff Responsibilities & Training
All staff follow confidentiality procedures, use secure devices, report concerns, and handle data professionally.
11. Data Breaches
Breaches include lost devices, emails sent to the wrong recipient, missing files, or unauthorised access. Staff must report breaches immediately; high-risk breaches must be reported to the ICO within 72 hours.
Review & Approval
This policy was adopted by the Acorns Trustees and will be reviewed annually.
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